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Cloud Computing Deployments models

Cloud public / based
Migrate existing applications

Design and build new applications

On-premises
Virtualization and resource management tools

 Private cloud deployment

Hybrid
Connect cloud-based resources to on-premises infrastructure

Integrate cloud-based resources with legacy IT applications

Benefits

Trade upfront expense (CAPEX) for variable expense (OPEX)

Stop spending money to run and maintain Datacenters

Stop guessing capacity

Massive economies of scale

Go global in minutes

Type of cloud computing

IaaS

PaaS

SaaS

Compute in AWS

Amazon Elastic Cloud Compute (EC2)

Launch an Amazon EC2 instance within minutes

Pay only for the compute time you use when an instance is running Pricing models

On-demand

Amazon EC2 Savings Plans

1 or 3 years

Up to 72% of savings

Reserved Instance

Spot Instances
Up to 90% of savings

Save costs by paying only for server capacity that you need or want

Virtual machine on top of AWS hypervisor
Multi-tenancy (hosts)

Dedicated Hosts

Windows or Linux Operating System

Many instance types available

General Purpose

Compute optimized instances

Memory optimized

Accelerated Computing

Storage optimized

HPC optimized

Amazon EC2 Auto Scaling

Enables you to automatically add or remove Amazon EC2 instances in response to changing application demand

2 types
Dynamic scaling

Can use both

Predictive scaling (schedule)

Autoscaling group

Used with Elastic Load Balancing

You have to manage (patching...)

AWS Lambda 

Serverless computing
You do not need to provision or manage servers

Trigger

Function

Containers

Amazon Elastic Container Service (ECS)

Highly scalable, high-performance container management system
 that enables you to run and scale containerized applications

Supports Docker (Community or Enterprise editions)

Amazon Elastic Kubernetes Service (EKS)
Fully managed service that you can use to run Kubernetes on AWS

AWS Fargate

A serverless compute engine for containers
You do not need to provision or manage servers

Works with both Amazon ECS and Amazon EKS

Network in AWS

Amazon Virtual Private Cloud (VPC)

Subnet(s)

Type
Public

Private

Control traffic

Security Groups

Statefull

A virtual firewall that controls inbound and outbound traffic for an Amazon EC2 instance

By default, deny all inbound traffic by default

Network ACL(s)

Stateless

A virtual firewall that controls inbound and outbound traffic at the subnet level

By default, allows all inbound and outbound traffic 

Internet Gateway
To allow public traffic from the internet to access your VPC

Virtual private Gateway
VPN connection

AWS Direct Connect
Dedicated private connection between your data center and a VPC

Direct Connect locations

Elastic Load Balancing

Automatically distributes incoming application traffic across multiple resources

Amazon Route 53

Domain Name System (DNS) Service

Domain Registrar

Amazon Cloud Front
Securely deliver content with low latency and high transfer speeds

Applications

Types of applications

Monolithic Application
Tightly coupled components

Microservices
Loosely coupled

Messaging and Queuing
Amazon Simple Notification Service (Amazon SNS)

Publish/subscribe service
Single topic

Multiple topics

Amazon Simple Queue Service (Amazon SQS)
Message queuing service

AWS Global Infrastructure and Reliability

AWS Region

Criterias to choose a region
Compliance

Data Governance

Legal Requirements

Proximity to customers

Available services within a Region

Pricing

Availability Zones

A single data center or a group of data centers

Are located tens of miles apart from each other

Low latency between AZ

AWS latency test

Edge locations
A site that Amazon CloudFront uses to store cached copies of your content

 closer to your customers for faster delivery.

Additional resources

AWS Glossary

AWS Cloud Essentials (started guide)

Create AWS Account

Hands-On Tutorials
Compute

Storage

Blogs

Compute

Network

Storage

Security

Cloud Operations & Migrations

Interact with AWS

AWS Console

AWS CLI

API
SDKs

3rd parties tools

Managed tools

AWS Elastic Beanstalk

Code and desired configuration settings

Amazon EC2

AWS CloudFormation

Infrastructure as Code
JSON

YAML

Storage in AWS

Amazon Elastic Block Store (EBS)

Block-level storage volumes behave like physical hard drive

Size

Type

Configurations

Snapshots
Incremental backups

Store data within a single AZ

Amazon Simple Storage Service (S3)

Object Storage
Maximum object size of 5 TB

Version objects

Store data in buckets

Amazon Static Web Site Hosting

Amazon S3 Lifecycle management
Move automatically data between tiers

Amazon S3 Storage classes

Amazon S3 Standard
Stores data in a minimum of 3 Availability Zones

Designed for frequently accessed data

Amazon S3 Standard-Infrequent Access (S3 Standard-IA)
Ideal for infrequently accessed data

Amazon S3 Glacier

Instant RetrievalCan retrieve objects within a few milliseconds

Flexible retrievalAble to retrieve objects within a few minutes to hours

Deep ArchiveAble to retrieve objects within 12 hours

Standard S3 One Zone-Infrequent Access (S3 One Zone-IA)

Amazon S3 Intelligent Tiering

Ideal for data with unknown or changing access patterns

Amazon S3 Outposts
Delivers object storage to your on-premises AWS Outposts environment

Instance store

Provides temporary block-level storage for an Amazon EC2 instance

Amazon Elastic File System (EFS)Scalable file system

Serverless, fully elastic file storage

Regional Service
Multiple AZ

Amazon Relational Database Service (Amazon RDS)

Managed services that makes it simple to set up, operate, and scale databases in the cloud

Automated setup, patching and backup (to S3)

RDS database engines

Amazon Aurora
MySQL and PostgreSQL compatible database

If your workload requires high availability
6 copies of data

Across 3 AZ

Continuous backup to S3
PostgreSQL

MySQL

MariaDB

Oracle Database

Microsoft SQL Server Amazon DynamoDBKey-value database service

Nonrelational database

Delivers single-digit millisecond performance at any scale

Serverless

Automatic scaling

Amazon Redshift

Data warehousing service

Ability to collect data from many sources

Helps to understand relationships and trends across data

AWS Database Migration Service (DMS)

Managed migration and replication service that helps move database and analytics workloads to AWS

Supports migration between 20-plus database and analytics engines

Usage

Dev and test database migrations

Database consolidation

Continuous replication

Security

Shared Responsability Model

AWS is responsible for some parts of your environment
AWS is responsible for security of the cloud

The customer is responsible for other parts
Everything that customer create and put in the AWS Cloud

AWS Identity and Access Management (IAM)

IAM UserBy default everything is denied

Apply Principle of least privilege

Represent a person or application

IAM Policy
JSON Document

What a user can (Allow) or cannot do (Deny)

IAM Group

IAM Roles

Associated permissions
Allow or Deny

Assumed for temporary amounts of time

No username or password

Identity that you can assume to gain
temporary access to permissions

When someone (user, application or service) assumes an
IAM role, they abandon all previous permissions

AWS account root user

Access and control any resource in the AWS account
Do NOT use the root user for everyday tasks

Multi-factor Authentication (MFA)

AWS Organization

Central Management of AWS Accounts

Consolidated billing

Hierarchical groupings of accounts
root

Organizational Units
AWS Account

Control permissions for accountsService control policies (SCPs)

Compliance

AWS Artifact

AWS Artifact AgreeementsReview, accept, and manage agreements for an individual account 
and for all your accounts in AWS Organizations

AWS Artifact Reports
Security and compliance reports

Provide compliance reports from third-party auditors

Customer Compliance Center

Resources to help you learn more about AWS compliance

Denial of service attacks

A deliberate attempt to make a website or application unavailable to users

Distributed denial-of-service (DDoS) attacks

AWS Shield
AWS Shield Standard

Automatically protects all AWS customers at no cost

AWS Shield AdvancedA paid service that provides detailed attack diagnostics and
 the ability to detect and mitigate sophisticated DDoS attacks

AWS Key Management Service (AWS KMS)
Perform encryption operations through the use of cryptographic keys

AWS WAF
Web Application Firewall

AWS Inspector
Automated and continual vulnerability management at scale

Amazon GuardDuty
Protect your AWS accounts with intelligent threat detection

Monitoring and Analytics

Amazon CloudWatch

To monitor and manage various metrics

Configure alarm actions based on data from those metrics

CloudWatch dashboard

AWS CloudTrail

Track user activity and API usage on AWS and in hybrid and multicloud environments

Log of actions

CloudTrail Insights
To automatically detect unusual API activities in your AWS account

AWS Trusted Advisor

Inspects your AWS environment and 
provides real-time recommendations in accordance with AWS best practices

Some checks depends on the level of support

Pricing and Support

AWS Free Tier

Always Free
Ex: AWS Lambda allows 1 million free requests

12 Months Free
Ex: S3 up to 5 GB

Trials

AWS Pricing Calculator

How pricing works

Pay for you use

Pay less when reserve

Pay less with volume-based discounts when you use more

AWS billing and cost management dashboard

Pay AWS Bill

Monitor usage

Analyze costs
Costs and usage reports

Consolidated Billing
A feature of AWS Organizations

AWS Budgets
Improve planning and cost control with flexible budgeting and forecasting

AWS Cost Explorer

AWS Support plans

Developer

Business

Enterprise On-Ramp
Technical Account Managers

Enterprise

Basic (Free)

AWS Marketplace

A digital catalog that includes thousands
of software listings from ISV

 In several categories

Private marketplace

Migration

AWS Cloud Adoption Framework (CAF)
6 core perspectives

Business PerspectiveEnsures that IT aligns with business needs and that IT investments link to key business results

People PersectiveSupports development of an organization-wide change management strategy for successful cloud adoption

Governance PerspectiveFocuses on the skills and processes to align IT strategy with business strategy

Platform PerspectiveIncludes principles and patterns 
New solutions on the cloud

Migrating on-premises workloads to the cloud

Security PerspectiveEnsures that the organization meets security objectives for visibility, auditability, control, and agility

Operations Perspective
Helps you to enable, run, use, operate, and recover IT workloads to the level 

agreed uponwith your business stakeholders

Migration Strategies (6R)

Rehosting
Aka lift-and-shift

ReplatformingLift-tinker-and-shiftUse a managed service (PaaS)

Refactoring/re-architectingRe-imagining how the application is architected and developed
Cloud native

RepurchasingMoving to a different product

RetainingDo nothing

RetiringGet rid of

AWS Snow 

AWS Snowcone

A collection of physical devices that help to 
physically transport

 up to exabytes of data into and out of AWS

AWS Snowball

AWS Snowmobile

AWS Well Architected Framework

6 pillars
Operational Excellence

Ability to run and monitor systems to deliver business value 
and to continually improve supporting processes and procedures

Cost OptimizationAbility to run systems to deliver business value at the lowest price point

Reliability
Ability to recover from infrastructure or service disruption, misconfiguration..

Security

Ability to protect information, systems, and assets while 
delivering business value through risk assessments and mitigation strategies

Performance Efficiency
Ability to use computing resources efficiently to meet system requirements

SustainabilityAbility to continually improve sustainability impacts by reducing energy consumption
 and increasing efficiency across all components of a workload

AWS Architecture Center
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