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Layer 7

Standard

SKU
Azure Web Application Firewall

©

Azure Front Door

Premium
Optimized for Security

. . Frontends/domains
Private Endpoint

Latency Backend pools
Priority
Routing rules
Weighted

Health probes
Session affinity

Application Delivery Controller

Layer 7
Front end IP
Basic .
HTTP/HTTPS Listener
Multi-site Rule
HTTP Setting Azure Application Gateway
Custom Probe
Regional Service
Backend Pool
Autoscaling v1
Zone redundancy SKU
v2
Rewrite HTTP headers & urls
WAF
AGIC

Azure Key Vault integration

Mutual Authentication
SSL Profile

Azure-provided DNS Service (168.63.129.16)

Azure DNS

Public DNS zone

Autoregistration

Virtual network link

[conditional] forwarder
Private DNS Scenarios

Private DNS zone

DNS Private Resolver

IPv4

Bring your own DNS

Regional resource
Hub

Topology
Spoke

IPv6

RFC1918 (]

&>

Adress space
Public IP address

Default outbound access ('

Virtual Network &

Subnet
Subnet Delegation

® Azure App Service
dedicated instances of the service /

integration for Azure Services

Private Link

Azure Bastion

Service Endpoints

Developper

SKU Standard

\_ Premium

Basic i
. TLS Inspection
Security DDoS Protection /
““ \. Standard
Network Virtual Appliance (7

0y
.
0y
.
Cy
.

Azure Virtual Network Encryption (!

Standard IDPS

.
.
.
.
.
.

v
Azure Firewall

URL Filtering
Premium (7 S E—

Web categories
SKU

PCI DSS Compliant

Layers 3-7

&% Filtering

Application Security Groups (]

ICSA Labs certified

Rule collection Group (7

D-NAT rules

Rules
Firewall policy

Network rules

\ Rule Collection /

Azure certificate

Applications rules

.

RADIUS Server
Active Directory (AD)

Windows
Domain Servers / Native VPN Client
VPN clients authentication . MacOS
Azure Firewall Manager (7'

Azure Active Directory

(EntralD) ya

Azure VPN Client

Windows 10 et >

Azure Networking
https://squasta.github.io
KUpdated : 22th of July 2024

Network Security Group (7

NSG Flows (7 /"

\_ MFA, conditional access

Linux
X
OpenVPN

Android
Feature of Azure Network Watcher (7'

Apply on

Y Routing

0- NAT Gateway (0.0.0.0/0)
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