
Start of User VM - vpc configuration
NC2 on Azure is running

In Prism Central, check transit-vpc and 
its subnet overlay-external-subnet-with-nat

NAT or 
NoNAT (= routing)

NAT NoNAT (routing)
Configuring connectivity for User VMs

 without NAT (= with routing)
Start configuring connectivity 

for User VMs with NAT

1- Create a user VPC

2- Add an Overlay
subnet to the user VPC

3- Create a User VM and 
attach the overlay subnet 

4- Request floating IPs

5- Create static routes

1- Create an overlay (noNAT) subnet
 in the transit VPC

2- Configure the Externally Routable Prefix (ERP) 
list in the transit VPC

Single
 or Scale-out 

Flow Gateway ?

Single

Scale Out
Configuration depends 

on Azure network topology

3- Configure route table
 entries in Azure

4- Create a user VPC

5- Configure ERP in the user VPC
with a prefix that is taken from the transit VPC ERP

6- Create an overlay subnet in the user VPC 
with the same prefix or sub-prefix of the ERP on the user VPC

7- Create a User VM and attach the overlay subnet

8- Configure static routes in the VPC to specify
 which traffic goes out through which external subnet

9- Configure Azure Network Security Group on the Flow Gateway external NIC 
to allow outbound and inbound access from and to ERP

ExpressRoute is used ?

Yes

No

Flow Gateways are deployed in Prism Central VNet
Route Server is deployed in ExpressRoute VNet

3 - No NAT Connectivity in Scaled-out
Flow Gateway Deployment - Route Server is used

Active-Active VPN is used ?

Yes

Flow Gateways are deployed in Flow Gateway VNet
Route Server is deployed in the Active-Active VPN VNet

Cannot be used to peer to delegated subnets in
Prism Central VNet and Cluster VNet as
reachability to delegated subnets is only

supported on an Active-Passive VPN

End of config. Now do your connectivity tests

https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Cloud-Clusters-Azure:nc2-clusters-azure-networking-for-user-vms-no-nat-c.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Cloud-Clusters-Azure:nc2-clusters-azure-networking-for-user-vms-c.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Cloud-Clusters-Azure:nc2-clusters-azure-creating-a-vpc-t.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Cloud-Clusters-Azure:nc2-clusters-azure-creating-a-subnet-t.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Cloud-Clusters-Azure:nc2-clusters-azure-attaching-subnets-to-vms-t.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Cloud-Clusters-Azure:nc2-clusters-azure-requesting-floating-ips-t.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Cloud-Clusters-Azure:nc2-clusters-azure-static-route-t.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Cloud-Clusters-Azure:nc2-clusters-azure-creating-ext-subnet-transit-vpc-t.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Cloud-Clusters-Azure:nc2-clusters-azure-config-erp-transit-vpc-t.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Cloud-Clusters-Azure:nc2-clusters-azure-network-connectivity-uvm-c.html#:~:text=For%2520a%2520scaled%252Dout%2520Flow%2520Gateway%2520deployment
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Cloud-Clusters-Azure:nc2-clusters_azure_config_route_table_t.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Cloud-Clusters-Azure:nc2-clusters-azure-creating-a-vpc-t.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Cloud-Clusters-Azure:nc2-clusters-azure-config-erp-user-vpc-t.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Cloud-Clusters-Azure:nc2-clusters-azure-creating-a-subnet-t.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Cloud-Clusters-Azure:nc2-clusters-azure-attaching-subnets-to-vms-t.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Cloud-Clusters-Azure:nc2-clusters-azure-static-route-t.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Cloud-Clusters-Azure:nc2-clusters-controlling-north-south-traffic-t.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Cloud-Clusters-Azure:nc2-clusters-azure-nonat-connectivity-in-scaled-out-flow-gateway-deployment-c.html

