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1- Configure AWS Subnet for MST

1.1 Create an AWS subnet in NC2 AWS VPC

Check routing to source cluster network and 
open network protocols mandatories for MST

1.3 Update DHCP Pool to reserve
 static IPs in subnet IP range

2- Configure AWS S3 Bucket

2.1 Create S3 bucket

2.2 Create an IAM Policy

3- [Optional] Configure S3 VPC Endpoint Gateway 
on NC2 on AWS VPC

To avoid AWS NAT Gateway Data Processing Charge

4- Deploy MST from
PC Marketplace

If Zero Compute Deployment, install MST on source cluster
If Pilot Light Deployment, install MST on DR (Backup) cluster

4.1 Enable PC Marketplace

4.2 Deploy Multicloud 
Snapshot Technology 

Deploy a SMSP K8S cluster
 (VMs which hosts the MST pods and 

application services)

4.2.1 Select Nutanix cluster

4.2.2 Select MST subnet

4.2.3 Give 3 static IPs in MST Subnet

Used by MST load balancer, 
sMSP DNS, and sMSP Virtual IP

4.2.4 Select AWS S3 Bucket (or other object storage)

5- On Prism Central 
Enable Disaster Recovery

If Zero Compute Deployment, enable on source cluster
If Pilot Light Deployment, enable on both Clusters

6- Configure configuration depending 
on the chosen DR Recovery model

7B- Pilot Light Deployment 

7B-1- Create a Protection PolicyRecovery location =
Local or Remote AZ, target DR cluster  + S3 bucket

7B-2 Create a Recovery PlanIn case of Disaster

Failover to initial cluster via a non-MST protection policy

Failover using Recovery Plans to automate
recovery of VMs on the Pilot Light Cluster

7A- Zero Compute Deployment7A-1- Create a
Protection Policy

Recovery location =
Local AZ - S3 Bucket

In case of Disaster

Deploy recovery cluster (or resume an hibernated cluster)

Deploy MST on the recovery cluster  with same S3 bucket (or start the MST VMs)

Restore VMs and VGs using the MST snapshots in PC -> VM Recovery Points
(Or restore Recovery Configuration Store and use recovery plans) 

Failover to initial cluster via a non-MST protection policy

2.3 Create an IAM user

2.4 Create Access Key

Will be used by MST Service 
to send/get snapshots to S3 bucket

1.2  In Prism Element, create (map) a nutanix subnet 
(mapped to AWS MST Subnet)

Supported replication for
MST-protected workloads is

Asynchronous (1-hour RPO or >)
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