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1- Configure Azure VNet for MST

1.3 Create a Dummy Subnet

1.1 Create an MST VNet

1.2 Create an MST Subnet

Delegated to Microsoft.BareMetal/AzureHostedService

1.4 Create a Dummy
Azure vNIC

To forces Azure to propagate routes correctly
 (known issue of Azure route propagation with delegated subnets)

3- Configure Azure Blob Storage

3.1 Create an Azure Storage Account

3.2 Create a container

3.3 Enable Storage
Account firewall

Restrict network access to Public IPs
 of  PC &  MST VNets NAT GWs 

4- Deploy MST from
PC Marketplace

If Zero Compute Deployment, install MST on source cluster
If Pilot Light Deployment, install MST on DR (Backup) cluster

4.1 Enable PC Marketplace 4.2 Deploy Multicloud 
Snapshot Technology 

Deploy a SMSP K8S cluster
 (VMs which hosts the MST pods and 

application services)

4.2.1 Select Nutanix cluster 4.2.2 Select MST subnet 4.2.3 Give 3 static IPs

used by MST load balancer, sMSP DNS, and sMSP Virtual IP

4.2.4 Select Azure Storage

5- On Prism Central 
Enable Disaster Recovery

If Zero Compute Deployment, enable on source cluster
If Pilot Light Deployment, enable on both clusters

6- Choose a DR Recovery model

6B- Pilot Light Deployment 

6B-1- Create a Protection Policy

Recovery location =
Local or Remote AZ, target DR cluster  + Azure Storage Account

6B-2 Create a Recovery PlanIn case of Disaster

Failover to initial cluster via a non-MST
protection policy

Failover using Recovery Plans  to automate
recovery of VMs on the Pilot Light Cluster

6A- Zero Compute Deployment6A-1- Create a
Protection Policy

Recovery location =
Local AZ - Azure Storage

In case of Disaster

Deploy recovery cluster 

Deploy MST on the recovery cluster 
with same Azure Storage Account

Restore VMs and VGs using the
MST snapshots in PC -> VM Recovery Points

Failover to initial cluster via a
non-MST protection policy

1.5 Create an Azure
NAT Gateway

2- Configure Azure VNet Peering

2.1 Peer MST VNet
with PC VNet

2.2 Peer MST VNet
with Cluster VNet

Supported replication for
MST-protected workloads is

Asynchronous (1-hour RPO or >)

https://portal.nutanix.com/page/documents/details?targetId=Disaster-Recovery-DRaaS-Guide-vpc_7_3:ecd-mst-dr-configuration-deployment-azure-c.html
https://portal.nutanix.com/page/documents/details?targetId=Disaster-Recovery-DRaaS-Guide-vpc_7_3:ecd-mst-dr-configuration-deployment-azure-c.html
https://portal.nutanix.com/page/documents/details?targetId=Disaster-Recovery-DRaaS-Guide-vpc_7_3:ecd-dr-mst-azure-create-an-mst-vnet-t.html
https://learn.microsoft.com/en-us/azure/virtual-network/virtual-network-network-interface?tabs=azure-portal
https://portal.nutanix.com/page/documents/details?targetId=Disaster-Recovery-DRaaS-Guide-vpc_7_3:ecd-dr-mst-azure-create-secure-storage-account-blob-container-t.html
https://learn.microsoft.com/en-us/azure/storage/common/storage-account-create
https://learn.microsoft.com/en-us/azure/storage/blobs/storage-quickstart-blobs-portal#create-a-container
https://learn.microsoft.com/en-us/azure/storage/common/storage-network-security?tabs=azure-portal#grant-access-from-an-internet-ip-range
https://portal.nutanix.com/page/documents/details?targetId=Disaster-Recovery-DRaaS-Guide-vpc_7_3:ecd-dr-mst-azure-deploy-mst-from-marketplace-t.html
https://portal.nutanix.com/page/documents/details?targetId=Prism-Central-Admin-Center-Guide-vpc_7_3:adm-app-mgmt-enable-marketplace-t.html
https://portal.nutanix.com/page/documents/details?targetId=Disaster-Recovery-DRaaS-Guide-vpc_7_3:ecd-dr-mst-azure-deploy-mst-from-marketplace-t.html
https://portal.nutanix.com/page/documents/details?targetId=Disaster-Recovery-DRaaS-Guide-vpc_7_3:ecd-ecdr-enableleap-settings-pc-t.html
https://portal.nutanix.com/page/documents/details?targetId=Disaster-Recovery-DRaaS-Guide-vpc_7_3:ecd-dr-mst-azure-configure-pilot-light-dr-t.html
https://portal.nutanix.com/page/documents/details?targetId=Disaster-Recovery-DRaaS-Guide-vpc_7_3:ecd-ecdr-create-asynchronous-protectionpolicy-pc-t.html
https://portal.nutanix.com/page/documents/details?targetId=Disaster-Recovery-DRaaS-Guide-vpc_7_3:ecd-ecdr-create-recoveryplan-pc-t.html
https://portal.nutanix.com/page/documents/details?targetId=Disaster-Recovery-DRaaS-Guide-vpc_7_3:ecd-dr-mst-azure-configure-mst-with-zero-compute-deployment-t.html
https://portal.nutanix.com/page/documents/details?targetId=Disaster-Recovery-DRaaS-Guide-vpc_7_3:ecd-ecdr-create-asynchronous-protectionpolicy-pc-t.html
https://learn.microsoft.com/en-us/azure/nat-gateway/quickstart-create-nat-gateway?tabs=portal
https://learn.microsoft.com/en-us/azure/virtual-network/virtual-network-manage-peering?tabs=peering-portal

