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1-Setting up My Nutanix Account
and activate NC2

A My Nutanix account allows you 
to subscribe to, access, and manage NC2

2- Setting up Google Cloud account,
 Project and resources

An GC user that can access GC console and
can create IAM Service Account and Custom Roles

Preparing SSH Key Pairs

3- Setting Up the networking
 Infra in Google Cloud

Networking requirements:
- Connectivity between your

on-prem datacenter and Google
Both Cloud Interconnect  and

VPN S2S are supported

IP ranges (CIDR) for GC subnet
used by NC2 on GC

4- Setting up the NC2 console
Add your Google Cloud Project as a Cloud Account5-Creating a Nutanix Cluster

Supported Google Cloud regions and Instances

Deployment Stages

7- Configure Google Cloud
Network Infrastructure

Google VPC Peering
Connectivity with on-premises

(VPN S2S / Interconnect)

8- Configure Networking for UVM

9- Performing additional configuration after the cluster creation

Data Protection, Day 2 operations

Configure Nutanix 
Disaster Recovery

Cluster Management
through NC2 portal

Update Cluster capacity Terminate a Cluster

Configure Data at
Rest encryption

Logging into
Cluster using SSH

Flow Virtual Networking Configuration

Prism Central is mandatory for Flow Networking
Use rfc6598 for CIDR in external-subnet-nonat in transit VPC

User VMs with NAT

User VMs with No-NAT

Microsegmentation
(FW NG)

Accessing Prism Central 
with RDP

4.1 Service Account email Use the Service Account created in Step 2.2

4.2 Service Account Key (JSON)

Created in Step 2.6

3.1 Manual workflow

NC2 portal can also create new VPC, Subnet...

Create an Google Cloud VPC

Create Cluster required subnets

A cluster management subnet

Secondary IP range for NAT subnet range (UVM) CIDR min /27

Primary IP range for nodes and pods CIDR min /25 

A no-NAT subnet Primary IP range for NoNAT UVM 
(OEN No-NAT) CIDR min /26

MTU>=2000 bytes

CIDR min /24

NC2 does not support use of the following IP addresses / CIDR:
192.168.5.0/24, 10.100.0.0/16, 10.200.32.0/24, 10.200.0.0/22 and 100.64.1.0/24

Create Google NAT Gateway

Allow outbound internet access on your Google Cloud VPC
 for AHV, CVM & PC (To connect NC2 portal / APIs)

With Google Cloud Router

Configure Firewall rules

Configure route tables and routing

3.2 Interconnection

VPN Site to Site Cloud VPN Gateway

Classic VPN

HA VPN

Cloud Interconnect

3.3-DNS resolution

169.254.269.254

8.8.8.8

3.4 Authorise outbound access on your firewall / proxy (optional)

For Microservices Infrastructure (Flow Network)

For Nutanix Disaster Recovery

For L2 Subnet extension
3.5 Deploy a Jumbox Optional but useful to access Prism Central GUI

[Optional] 2.2 Create a Service Account 
for Compute Engine API (NC2 nodes)

You can also use default Compute 
Engine Service Account

2.5 Create a 
custom IAM role
for NC2 Console

2.4 Create a Service
Account for NC2 portal

2.1 Enable Compute Engine API 
on your Google Cloud Project

2.6 Generate a Service Account key (JSON)

2.8 Ensure Google Project 
has enough quotas

vCPUs and LSSD

Backend Services

2.7 Ensure IP forwarding is allowed at 
organisation-level in the Google Project

2.3 Create a  custom
IAM role for NC2 Nodes

1.1 Create a new shared workspace
with the Account Admin Role

The shared workspace should be used when deploying the NC2 console, 
reserving license capacity for NC2, or activating the NC2 PAYG subscription. 

You can also join a shared workspace you have been invited to

1.3 Configure License 
Capacity Reservation

1.2 Activate PAYG
Subscription

https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Cloud-Clusters-Google-Cloud:nc2-clusters-google-cloud-deployment-checklist-c.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Clusters-AWS:nc2-clusters-starting-a-nc2-free-trial-t.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Cloud-Clusters-Google-Cloud:nc2-clusters-google-cloud-gcp-account-c.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Cloud-Clusters-Google-Cloud:nc2-clusters-google-cloud-network-management-c.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Cloud-Clusters-Google-Cloud:nc2-clusters-google-cloud-add-cloud-account-t.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Cloud-Clusters-Google-Cloud:nc2-clusters-google-cloud-create-a-cluster-t.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Cloud-Clusters-Google-Cloud:nc2-clusters-google-cloud-regions-c.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Cloud-Clusters-Google-Cloud:nc2-clusters-google-cloud-deployment-stages-c.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Cloud-Clusters-Google-Cloud:nc2-clusters-google-cloud-network-management-c.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Cloud-Clusters-Google-Cloud:nc2-clusters-google-cloud-disaster-recovery-c.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Cloud-Clusters-Google-Cloud:nc2-clusters-google-cloud-system-maintenance-c.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Cloud-Clusters-Google-Cloud:nc2-clusters-google-cloud-update-cluster-capacity-t.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Cloud-Clusters-Google-Cloud:nc2-cloud-deleting-a-cluster.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Cloud-Clusters-Google-Cloud:nc2-clusters-google-cloud-config-nat-connectivity-t.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Cloud-Clusters-Google-Cloud:nc2-clusters-google-cloud-config-no-nat-connectivity-t.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Cloud-Clusters-Google-Cloud:nc2-clusters-google-cloud-access-pc-cvm-with-rdp-t.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Cloud-Clusters-Google-Cloud:nc2-clusters-google-cloud-manual-setup-gc-c.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Cloud-Clusters-Google-Cloud:nc2-clusters-google-cloud-limitation-c.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Cloud-Clusters-Google-Cloud:nc2-clusters-google-cloud-router-nat-gw-c.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Cloud-Clusters-Google-Cloud:nc2-clusters-google-cloud-control-traffic-with-firewall-t.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Cloud-Clusters-Google-Cloud:nc2-clusters-google-cloud-port-endpoints-requirements-c.html
https://portal.nutanix.com/page/documents/kbs/details?targetId=kA07V000000LevaSAC
https://portal.nutanix.com/page/documents/list?type=software&filterKey=software&filterVal=Ports%20and%20Protocols&productType=DR%20-%20Disaster%20Recovery%20%28formerly%20Leap%29
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Cloud-Clusters-Google-Cloud:nc2-clusters-google-cloud-config-service-account-nc2-t.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Cloud-Clusters-Google-Cloud:nc2-clusters-google-cloud-config-service-account-nc2-t.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Cloud-Clusters-Google-Cloud:nc2-clusters-google-cloud-enable-compute-engine-api-t.html
https://cloud.google.com/iam/docs/keys-create-delete#creating
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Cloud-Clusters-Google-Cloud:nc2-clusters-google-cloud-increase-service-quota-for-user-vpcs-t.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Cloud-Clusters-Google-Cloud:nc2-clusters-google-cloud-vcpu-lssd-quota-c.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Cloud-Clusters-Google-Cloud:nc2-clusters-google-cloud-increase-service-quota-for-user-vpcs-t.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Cloud-Clusters-Google-Cloud:nc2-clusters-google-cloud-policy-constraints-c.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Cloud-Clusters-Google-Cloud:nc2-clusters-google-cloud-enable-compute-engine-api-t.html
https://portal.nutanix.com/page/documents/details?targetId=Xi-Cloud-Services-Administration-Guide:adm-nutanix-cloud-creating-workspace-t.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Cloud-Clusters-Google-Cloud:nc2-clusters-reserving-license-capacity-for-use-on-nc2-t.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Cloud-Clusters-Google-Cloud:nc2-clusters-subscription-and-billing-c.html

