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What is it ?

A solution for protecting your Prism Central instances (including scale-out configurations) 
against unforeseen events such as natural disasters...

Because traditional backup
solutions can't do that

PCBR can be used to migrate Prism Central instances from one cluster to another Migration of Prism Central instances
using vMotion is not supported

Automated backup types

Continuous Backup

Almost real-time backup of your Prism Central instances 
(and various service configurations within it)

 RPO of 30 minutes

RTO of 2 hours

Backup to 3 AHV or ESXi clusters registered in the same PC

On-premises

Min version : AOS 6.5.3.1 or later

Point in Time Backup

Scheduled backups of your Prism Central instances
 (and various service configurations within it)

Taken at specified intervals ranging
from 1 hour to 24 hours

RTO of 2 hours

RPO of 1 hour

Backup to one S3 object-based storage (bucket) on AWS 
or Nutanix Objects 

An S3 bucket can be used to
backup multiple PC

Up to 30 days of restore points are
supported for restoring the PC

Cloud

Minimum versions
AOS 6.8 or later

pc. 2024.1 or later

Hybrid

On Prem + Cloud

A combinaison of

Up to 3 AHV or ESXi clusters 

1 AWS S3 object-based storage
Restoration

The 1-Click recovery restores the important service configurations along with the entire Prism Central instance, minimizing downtime and operational impact

Supported Services

Flow Network Security

Nutanix Disaster Recovery

Networking (such as AHV-based VLAN and
Virtual Switch configurations)

Flow Virtual Networking (Virtual Private Clouds (VPCs) and virtual networks 
using Networking Controller (ANC) and Networking Gateway)

Intelligent Operations

VM management

Cluster management

Categories

Licensing

Reporting templates

Files Configuration

Files Configuration

Configuration steps for
 point-in-time backupAWS

Create a S3 bucket
S3 Object Lifecycle Policy

To auto-delete older backup data

Object versioning

Object Locks
Governance mode

a protected object version can't be overwritten or deleted
 by any user, including the root user in your AWS account

[Optional] Create a 
VPC endpoint (S3 Gateway)

[Optional] Restrict access to a VPC endpoint

Create a S3 policy to allow access to Bucket

PC
SettingsPrism Central

Management

Prism Central Backup
and Restore widget

Protect Now
Point-in-time backup

AWS Region Name

AWS Bucket Name

Prerequisites

Prism Central and Prism Element services communicate 
with the Amazon S3 bucket on port 443

bucket-name.s3.amazonaws.com

bucket-name.s3.region-name.amazonaws.com

Unsupported Services

Nutanix Kubernetes Engine

Objects configuration and data

Files data

NCM Self-Service

Catalog

Power monitor

Images

LCM

VM templates

Foundation Central

Nutanix Kubernetes Platform

Flow Network Security Next Gen

Encryption keys for PCKMS

PC BR has been validated on NC2

 on AWS

AHV Native Network integration

AHV with Flow integration

https://portal.nutanix.com/page/documents/details?targetId=Prism-Central-Guide-vpc_2024_3_1:mul-cluster-pcdr-introduction-pc-c.html
https://portal.nutanix.com/page/documents/details?targetId=Prism-Central-Guide-vpc_2024_3_1:mul-considerations-pcdr-pc-r.html
https://portal.nutanix.com/page/documents/details?targetId=Prism-Central-Guide-vpc_2024_3_1:mul-migration-pcdr-pc-t.html
https://portal.nutanix.com/page/documents/details?targetId=Prism-Central-Guide-vpc_7_3:mul-protection-continuous-pcdr-pc-t.html
https://portal.nutanix.com/page/documents/details?targetId=Prism-Central-Guide-vpc_7_3:mul-protection-pointintime-S3-pcdr-pc-t.html
https://portal.nutanix.com/page/documents/details?targetId=Prism-Central-Guide-vpc_2024_3_1:mul-recovery-pcdr-pe-t.html
https://portal.nutanix.com/page/documents/details?targetId=Prism-Central-Guide-vpc_2024_3_1:mul-cluster-pcdr-s3objectandpolicies-t.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/how-to-set-lifecycle-configuration-intro.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/manage-versioning-examples.html
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